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A Primary Exploration on Cyber Security Governance in Africa
Xiao Yingying & Yuan Zhengqing

Abstract: The internet history in Africa is short, but this new technology is
spreading fast on the continent. Along with these, cybercrime in Africa is becoming
increasingly rampant, while the relevant legal institutions and law enforcement
capacity are lagging behind, with public and private cyber security awareness being
relatively weak, etc. Besides e — transaction and cybercrime, personal data
protection is also part of Africa’s cyber security governance, which is the result of
the “teaching” from developed countries in the western world and the active
advocacy from NGOs. Whether at the national level, sub — regional organization
level, African Union level or NGO level, those developed countries of the western
world and western — dominated international organizations have played a role in the
institutional design of African cyber security governance, some of which referred to
or even copied the original designs of the western world. This may lead to the African
continent being re — colonized in cyberspace, with no autonomous decision — making
power in global cyber security governance. Besides, from design to implementation,
African countries still have a long way to go, and whether the institutions based on
the western experience are suitable for the culture and ideas of the African countries,
remains to be tested by practice.

Key Words: Cyber Security; Cyber Crime; Data and Privacy Protection;
Governance Approach; AU
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